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6.   (i) Title of Proposed Research: Development of Cybersecurity Protocols for Smart 

Construction for the Built Environment in Nigeria  

 

(ii)  Statement of Research Problem: 

The growing adoption of cybersecurity practices and digital technologies in the building 

construction industry comes with cyberthreats due to lack of compatible security framework. 

A comprehensive framework tailored to smart construction environment is therefore required 

to ensure protection of construction data, accuracy of specifications, and timely accessibility 

of project information, hence this study.    

 

7. (i) Specific Objectives of Research: 

The specific objectives of the study are to 

(a) assess the levels and patterns of cybersecurity adoption in building construction in 

Nigeria;  

(b) examine the factors influencing the adoption of the cybersecurity practices; 

(c) examine the impacts of non-implementation of the cybersecurity practices in the study 

area; and 

(d) develop a framework for securing smart building construction in Nigeria. 

 

(ii)  Expected Contribution to Knowledge:  

The study will provide information on the factors influencing adoption as well as levels and 

patterns of adoption of cybersecurity practices in building construction in Nigeria. The study 

will also generate a framework for securing smart building construction in the study area. 

 



 

8.      Research Methodology:  

The study will be conducted among selected building construction companies with 

headquarters in Lagos State and the Federal Capital Territory, Abuja being the hubs of the 

construction industry in Nigeria. The study will employ primary data which will be collected 

using a set of structured questionnaire distributed among project managers of the construction 

companies. According to www.lusha.com., there are 137 construction companies in the study 

area. Using Taro Yamane sample size formula for a known population, 102 companies will be 

selected for the study.  One project manager will be purposively selected as respondents from 

each of the selected companies. The questionnaire will elicit information from respondents on 

the factors that will be used to assess the levels of cybersecurity adoption in building 

construction in Nigeria such as adhoc, basic, standardized, proactive and AI-driven security 

levels among others. Patterns of cybersecurity adoption will be assessed using types of patterns 

such as security structure, control, framework, data loss prevention, metrics and so on. The 

questionnaire will also elicit information on the factors influencing the adoption of 

cybersecurity measures such as availability of infrastructural support facilities, efficiency of 

cyber security usage, and supporting industries/market e-readiness among others. Using risk 

management framework, the questionnaire will provide information on measures of impacts of 

non-implementation of cybersecurity practices in the study area such as project performance, 

and risk approaches and outcomes among others with a view to determining predictive and 

possible causal relationships. A framework for securing smart construction will then be 

developed using the data generated. The new framework cores are expected to govern, identify, 

protect, detect, respond, and recover IT/OT systems within BIM-enabled smart construction 

environment. Data generated will be analysed using both descriptive and inferential statistics. 
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SECTION B 

 

1. Supervisor’s Comments on Candidate’s Proposals as Contained in Section A 7 (i), (ii) and 

8: The proposed objectives are achievable, and the methodology is adequate. The study will 

provide a framework for securing smart construction in Nigeria.  
 
 

2. Head of Department’s Comments on Candidate’s Proposals as Contained in Section A 7 

(i), (ii) & 8: The research objectives are adequate and well formulated. The methodology is 

appropriate for the achievement of the study objectives. The results of the study will provide 

information on the levels and patterns of adoption of cybersecurity practices in building 

construction industry in Nigeria. The Institute has the facilities to carry out the study. 
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